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Abstract 
This article discusses strategies to achieve good data governance in Indonesia amidst 

data security challenges, including data security cases that have occurred in Indonesia. 

According to the IT Governance Institute (ITGI) in 2021, only 34% of companies in 

Indonesia have implemented good data governance standards. This indicates a gap in 

understanding between organizations, as they have not fully realized and understood the 

importance of data governance. This study used a narrative review as a methodology to 

evaluate relevant studies related to this topic. The findings show the importance of 

sustainable data governance and cybersecurity, but only a small portion of organizations 

in Indonesia have implemented data governance strategies or data intelligence solutions. 

This article highlights strategies to improve data security in data governance in Indonesia 

through a better understanding of information security practices. The Data Management 

Association (DAMA) International Guide to the Data Management Body of Knowledge 

(DMBOK) concept is used as a conceptual framework for this research. This article 

provides significant information on strategies to improve security practices in data 

governance and the safe use of data, which can improve economic well-being. 
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1. Introduction 
In the current era of digitalization, information security has become an increasingly 

important issue for organizations. Data breaches, system shutdown attacks, and malicious 

software can harm organizations and threaten business continuity. Therefore, it is 

important for organizations to have a sustainable data governance strategy and to pay 

attention to the security aspects of corporate information in order to maintain the quality 

of organizational data [1]. The quality of organizational data can be seen from three 

aspects: confidentiality, integrity, and availability of data. Confidentiality of data means 

that authorized individuals can only access data, while data integrity means that the data is 

not tampered with or altered without the knowledge of the data owner. Meanwhile, data 

availability means that data can be accessed securely and stably anytime and anywhere 

[2]. To maintain the quality of organizational data, a company's data governance strategy 

needs to be adopted along with corporate information security. However, it is not enough 

to only have a strong data governance and information security strategy, but it is also 

important to teach employees how to behave safely and responsibly with the data held by 

the organization [2]–[4]. 

In the field of information system security, the use of organizational data decision-

making rights, rules, protocols, and policies is crucial to prevent, detect, and respond to 

security incidents that may challenge to implement data security on data governance. Data 

security for effective information system security management of organizational data 

depends on the improvement of protective technology and policy compliance among data 

networks and employees [5], [6]. However, the existing information system security 

management model overly emphasizes the rationality of decision makers [7], and the 

decision-making rights, rules, and protocols for data and related data processes [3], [8]. 

Therefore, there needs to be a broader and more holistic understanding in managing 
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information system security, involving the entire organizational structure rather than just a 

small part of it. This will help organizations to respond quickly and effectively to security 

incidents, and improve employee awareness and compliance in managing data safely and 

responsibly [9]. 

The issue of data security in Indonesia is becoming increasingly important given 

the rapid growth in the use of information technology and the internet in the 

country. There have been several cases of data security breaches in  Indonesia in 

recent years. One of these cases involved a data breach at the e-commerce site 

Tokopedia in 2019, where approximately 91 million user data were exposed, 

including full names, email addresses, phone numbers, and other information. This 

case demonstrated that even large e-commerce websites are vulnerable to cyber-

attacks. Another data breach occurred at the e-commerce site Bukalapak in 2020, 

where around 13 million user data were exposed, including full names, email 

addresses, and other information [10]–[12]. In 2020, there was a data leak at BRI 

Agro, a subsidiary of PT Bank Rakyat Indonesia (Persero) Tbk. It was reported that 

around 2 million customer data was leaked, including names, addresses, birth dates, 

phone numbers, and other information. This incident shows that data security in the 

banking sector in Indonesia still needs to be improved [13]. 

In 2020, there was also a case of online fraud in Indonesia, where scammers 

tricked victims by sending links to fake websites and stealing their personal 

information, including phone numbers, email addresses, and credit card information. 

Statistics on data security in Indonesia are still limited, but according to a report by 

Kaspersky in 2020, Indonesia ranked fourth in the world for the number of cyber-

attacks. These attacks include malware, phishing, and DDoS attacks [14]. The report 

also mentioned that most cyber-attacks in Indonesia occur in the banking and e-

commerce sectors. Therefore, data security is becoming increasingly important for 

companies in Indonesia to protect their businesses and customer data  [14], [15]. 

To secure data, there are several actions that can be taken. One of them is using a 

strong password consisting of a combination of letters, numbers, and special characters. In 

addition, make sure the system and applications are always updated and install the latest 

security patches [16]. To protect the system from malware and viruses, antivirus software 

and firewalls should always be installed [17]. Use two-factor authentication on your 

account for added security. Always be cautious when giving out personal information and 

regularly back up your data to an external hard drive or cloud storage. Finally, security 

training needs to be provided so that users understand the importance of properly 

protecting data. By taking these actions, data can be protected from security risks and 

potential problems can be avoided [18]. 

The importance of data security cannot be overstated in today's digital age, where 

information is constantly being shared, stored, and transmitted across networks. However, 

ensuring the security of data is not an easy task and presents various challenges that need 

to be addressed [18]. Therefore, this study aims to conduct a comprehensive literature 

review and comparative analysis of the challenges and implementation points of data 

security. The study will explore various sources such as academic journals, books, and 

online resources to gain insights into the current state of data security, including the latest 

trends, technologies, and best practices [3], [18]. Furthermore, the study will compare 

different approaches and solutions for data security, including encryption, firewalls, 

access controls, and intrusion detection systems. By conducting this research, it is hoped 

that the findings will contribute to the development of effective data security strategies 

and help organizations to better protect their sensitive information from potential threats 

and risks. 
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2. Literature Review 
2.1. Data Governance 

The concept of data governance is very important in data management within an 

organization as it relates to efforts to ensure the accuracy, security, and availability of data 

that is collected, stored, and used within the organization. The absence of data governance 

can lead to risks such as data loss, data leakage, and other problems [19]–[21]. Therefore, 

every organization must have clear policies and procedures in data management to ensure 

the security and integrity of data. Data governance responsibility is not just on one 

department or individual, but jointly by all members of the organization [4]. Everyone 

must understand the importance of maintaining data and protecting it from security threats 

and misuse [16], [22]–[24]. It is important for every individual in the organization to 

understand data governance policies, including how to collect data, manage and store 

data, and how to use data to support the organization's goals. In the increasingly 

connected business era, data governance has become increasingly important. Data 

generated by an organization can be used for smart and strategic business decision-

making, but it can also be a dangerous weapon for the organization if used improperly. 

Therefore, paying attention to data governance is a key factor for success in the business 

world today [25]. 

The framework for data governance encompasses the creation of knowledge and 

strategies for managing data operations, preservation, curation, availability, quality, 

and also considers legal and policy aspects related to data management and security  

[26], [27]. Data governance is a decision-making process that focuses on 

establishing an authoritative structure to determine decision rights and 

responsibilities related to data use, security, integrity, and completeness. As the use 

of big data technologies for public policy and services continues to grow, 

organizations must create data policies and governance frameworks  [20]. The use of 

digital technologies based on large volumes of data can give rise to significant 

issues, necessitating the development of tools to mitigate risks and define patterns 

of action for data stewards and analysts. When working with big data, data 

governance is necessary to ensure ease of use, security, and compliance with norms, 

guidelines, and rules. Information systems security failures can have serious 

consequences for sustainable development goals, including commercial liability, 

loss of credibility, and financial losses [21], [25], [28]. 

 

2.2. Data Security 

Data security is a crucial concept in maintaining the safety and confidentiality of data 

within an organization. It relates to the efforts made to prevent unauthorized access, use, 

modification, theft, or loss of data. Without data security, organizations face the risk of 

data loss or breaches that can result in financial losses and damage to their reputation. 

Every organization should have clear policies and procedures in place to ensure data 

security and confidentiality [16], [18]. Data security is not the responsibility of just one 

department or individual, but rather a joint responsibility of all members of the 

organization. Every individual in the organization should understand the data security 

policies and be responsible for maintaining the security and confidentiality of data [23], 

[24]. In today's digital era, data security is even more important due to the increasing 

types of data collected and stored by organizations. Unprotected data can be easily 

misused or accessed by unauthorized parties, making data security a key factor for 

success in the business world today [29], [30]. Therefore, organizations must continue to 

improve their efforts in managing and protecting their data effectively.  

Data privacy, also known as personal privacy, refers to an individual's right to maintain 

confidentiality and control over their personal information [31]. This concept is related to 

policies and practices in the collection, use, and dissemination of personal information. In 

today's digital age, data privacy has become increasingly important due to the growing 
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amount of personal information collected, stored, and shared through information 

technology [31]–[33].  

 

2.3. Data Management Body of Knowledge 

DMBOK (Data Management Body of Knowledge) is a comprehensive framework that 

provides a set of best practices and guidelines for managing data effectively. It covers ten 

areas of knowledge, including data and architecture management, data quality 

management, metadata management, master data management, data security 

management, data integration and interoperability management, data environment 

management, data project management, operational data management, and data 

governance and policy management [34]–[36]. The DMBOK framework helps 

organizations to standardize their data management practices, improve data quality, and 

ensure the security and confidentiality of sensitive data [37]. DMBOK is widely 

recognized as a standard reference for data management professionals and organizations, 

providing a common language and a shared understanding of key concepts and practices. 

The framework is regularly updated to reflect the evolving needs and challenges of the 

data management field [38], [39]. By following the guidance and best practices outlined 

in DMBOK, organizations can establish a solid foundation for effective data management, 

leading to improved data quality, better decision-making, and increased competitiveness. 

The framework also emphasizes the importance of collaboration and communication 

across different departments and stakeholders, helping to ensure that data is managed in a 

holistic and strategic way [40], [41]. 

 

3. Research Methodology 
 In this study, a narrative review approach was used, which is an accepted research 

methodology for comprehensive studies aimed at synthesizing a framework of research, 

identifying gaps and research opportunities, and providing a foundation for drawing 

holistic interpretations or conclusions based on existing theories, conceptual frameworks, 

and models within the scope of the review. The narrative review approach involves 

reviewing, analyzing, and integrating different approaches and research findings to 

exercise a holistic-content reading and draw conclusions based on the reviewers' 

experience, existing theories, and models. A narrative study approach is most suitable for 

a descriptive or explanatory study that allows for a narrative-constructivist and integration 

approach, mainly using narrative methods of data collection and analysis, and producing a 

final narrative report. Narrative review methodology has significant strengths, such as 

establishing platforms for comprehending diverse and numerous understandings derived 

from multiple data sources and research findings and acknowledging researchers' views 

and knowledge. To maximize the reliability and validity of data and interpretations, 

methodological triangulation was also used, which is a platform for engaging multiple 

sources of data to gain multiple perspectives and build a coherent justification of data 

interpretation.  

The narrative review methodology has significant strength in creating a platform that 

can develop diverse understandings from various data sources and research findings. 

Furthermore, it provides an opportunity for researchers to engage in reflective practices 

and acknowledge their views and knowledge. Methodological triangulation, as a platform, 

involves multiple data sources to obtain diverse perspectives and maximize the reliability 

and validity of data, thus building a coherent justification of data interpretation. 

Methodological triangulation also helps to confirm the reliability and validity of collected 

information and provides a justification for the interpretation of the review." 

In this study, our narrative review is focused on the aspects of data governance and 

information security within the context of cybersecurity. We recognize the importance of 

data governance as the foundation of cybersecurity, which ensures that organizational 

data is only accessed by authorized personnel and keeps company data secure. Our review 
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is limited to cybersecurity, which essentially involves confidentiality, integrity, and 

availability of organizational data protected by data governance programs to ensure secure 

data management across the organization. However, the data governance model only 

emphasizes data quality, and its scope is limited to this aspect. 

 

4. Results and Discussion 
 Here are some statistics related to data governance management in Indonesia 

according to a survey by the IT Governance Institute (ITGI) in 2021, only 34% of 

companies in Indonesia implemented good data governance standards. In 2020, around 

53% of companies in Indonesia experienced data breaches, according to a report by the 

cybersecurity research institute, Cybersecurity Indonesia. In a survey by Ernst & Young 

in 2021, 57% of respondents stated that their companies did not have clear data 

governance policies or procedures. Based on a report by the Indonesian Ministry of 

Communication and Information Technology in 2021, more than 90% of micro, small, 

and medium-sized enterprises (MSMEs) in Indonesia have not implemented good data 

governance standards. The statistics indicate that there are still shortcomings in data 

governance management in Indonesia, especially in small and medium-sized companies. 

 The implementation of data governance is not exempt from full support from 

stakeholders, including how information technology is utilized by the organization to 

produce optimal outputs that can be used in business processes or support the 

performance of the company or organization. Each stage needs to be monitored and 

regularly monitored to ensure that the main activities related to data, from input, process, 

technique to output, have complied with applicable standards and procedures. This 

compliance certainly needs to be supported by compliance with current standards.  

 Moreover, Indonesia has implemented Law Number 27 of 2022 concerning Personal 

Data Protection (PDP Law), which regulates individuals, including those engaged in 

business or e-commerce at home, can be categorized as personal data controllers. To 

achieve the goals of the company, the support of each stakeholder is needed to conduct 

identification of the best and centralized strategies to ensure that these goals are achieved. 

Each goal needs to be prioritized by considering the mapping of each initiative made by 

each unit. As for the requirements that must be met in making a strategy to be applied to 

the company, there are several important things to consider. First, there are general 

requirements related to the company's main business processes.  

 This is important considering that business processes need to be clearly and specifically 

defined. Second, there is the mapping of business processes into strategic goals of 

information technology and organizational goals, usually in the form of initiative 

programs identified by the organization. In addition, the third point is the management of 

the data governance model that will be identified, as well as the objectives of the 

implementation, whether it is to improve effectiveness and efficiency or to take initiatives 

to be implemented by the organization. Another important point is the roadmap of what 

will be done in one, two, or five years in the future as a future view of milestones to be 

achieved. The last point is the support of all parties in implementing data governance. 

To improve data security in data governance, there are several strategies that can be 

applied. First, identify and classify data based on value, sensitivity, and importance. By 

doing this, more important and sensitive data will get a higher level of security. Next, 

create clear and detailed data security policies to ensure that the entire organization 

understands and consistently applies the policies. Providing training and awareness to 

users about data security policies and best practices in data management is also an 

important strategy to improve data security. Monitoring and auditing of data security 

systems regularly is necessary to ensure data security is maintained and potential security 

threats are detected. Identifying and evaluating data security risks and developing 

appropriate mitigation plans to reduce those risks should also be done. Additionally, 

installing data security solutions such as data encryption, access management, and 
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firewalls to protect data from security threats is an important strategy. Finally, 

periodically evaluating the implemented data security governance system and making 

necessary improvements and enhancements to continue protecting data from security 

threats. 

 

5. Conclusion 
  Information security experts must strive to become proficient organizational security 

staff for their data by knowing the location of all organizational data, dividing it into 

distinct parts, and ensuring effective security measures between them. This division is 

necessary to contain the risk if a breach occurs in one section. Deleting low-value data 

and enforcing strict compliance regulations regarding data retention reduces the risk and 

minimizes the amount of data that can be infiltrated. Critical personal, financial, and 

health information should be stored in a controlled warehouse and all critical value data 

must be kept secure. Regular screening of email, file sharing, and unprotected systems is 

essential to locate and recover unprotected personal data. Good access controls, policies, 

and constant vigilance are necessary to ensure that only authorized personnel can access 

high-risk or high-value data. Organizations can adopt information governance 

technologies to enforce strict regulations around data privacy and financial information. 
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