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Abstract 
The background of this research is how the use of a software can help find forensic data, 

which is needed so that the tool used is the right tool in helping forensic problems. The 

method used in this study is the NIJ method using 5 stages in a process of determining the 

answer. The first stage is preparation, the second stage in collecting data, the third is testing 

and the fourth stage is analyzing and the last is the reporting stage with the five stages. The 

direction of the research will be clearer. The problem raised in this research is how to find 

evidence using FTK images software. Using this software, you can search for the desired 

forensic data so that it can be proven that there is forensic evidence. The purpose of this study 

is how to prove data, especially photo data, can be used as forensic data that can be used as 

evidence, by using the right tools, namely the existing FTK images software, with the 

software, it can help parties in proving, especially in terms of forensics. 
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1. Introduction 
Information technology is technology that is used to process many things, for example, 

data processing and data processing to the maximum, to obtain information, so that data can 

be useful. Help many parties in the use of the information obtained [1]. Information 

technology is characterized by the birth of computers and their very fast development. The 

history of the modern computer age is very short. Starting with the creation of the first 

generation of computers to the current fifth generation of computers. The development of 

computer performance is measured by the speed of its work [2]. This development was also 

accompanied by the development of the internet or Interconnected Networks as a very 

effective medium for conveying information. ICT has become a symbol of the wave of 

change [3]. Advances in information technology and telecommunications also have a negative 

impact, namely the number of crimes related to internet applications. Instagram social media 

is one part that is used as a communication liaison between humans in the cyber world 

(cyber). The ease of accessing Instagram social media makes Instagram accounts increase, 

giving rise to fake accounts which, apart from being used to communicate, are also used to 

carry out improper actions, such as fraud and other criminal acts that can harm people [4]. 
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For the first time information technology can be built for the benefit of humans, and other 

interests with this existence until now sustainable information technology is built to help 

humans, in everyday life many systems are created from technological information systems 

that were created to assist humans in doing their daily work [5]. The core of information 

technology is the merger of the three components consisting of software or software and the 

second is hardware is hardware and the third is brainware or people who use the two devices 

above with the combination of these three things can create information based on data 

processing information technology can do so that it can help everyday life and information 

technology can also be used to help from all fields from the economic field to the health 

sector which will help the public in obtaining information widely for the sake of information 

disclosure [6]. 

The method used in this study is to use technical methods using several stages, the first is 

the preparation of data collection, analyzer experiments and reports and this method. Then the 

direction of the research objectives can be determined so that it can determine the answers to 

the questions that have been proposed in this study [7]. The problem raised in this study is 

how to find forensic data so that it can be done by using the right software so that it can 

determine the search for the right data in order to solve the given problem so that forensic 

data can better answer the problem [8]. In forensics using tools that are usually used in the 

form of FTK Images, created in accessing data this is used because it can pull data so that it 

can be used as a formation that is converted into important, so that the data can be used as 

forensic evidence in the future, with this, the tool used in this research is FTK Images [9]. 

FTK images software can be used to assist in forensic data processing, especially the data to 

be processed to produce this information, revealing forensic data, with the use of this software 

it will be able to help all parties who need forensic data processing, the use of FTK Images 

software has been widely used [10]. Parties to solve problems in the field of forensics, 

especially forensics in the field of information technology [11]. 

 

2. Research Methodology 
This research adapts the investigation process of the National Institute of Justice (NIJ) 

forensic analysis method. In this method, it is used to facilitate how the description of the 

research process that is being carried out so that the stages of this research can be known 

more systematically so that it can be used as a reference in research [12]. 

 

 

 

 

 

 

 

 

 

Figure 1. Stages of Research Methods 
 

Research conducted in helping to deal with a problem in digital forensics, namely: 

a) Stages of Preparation (Preparation) 

In this stage, namely preparing all the equipment and tools that can be used to carry out 

tasks in accordance with what is needed during the investigation. 

 

PREPARATION COLLECTION EXAMINATION ANALYSIS REPORTING 
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b) Stages of Collection (Gathering) 

Searching for document files and collecting or making copies of physical/digital objects 

that contain electronic evidence, and other evidence therein. 

c) Stages of Examination (Examination) 

This stage is the stage for checking electronic evidence / visible digital evidence and 

documents from the contents of the system / directory. In identifying evidence, data 

reduction was carried out. 

d) Stages of Analysis (Analysis) 

After getting the evidence from the previous process, it is necessary to carry out the next 

stage, namely data analysis which aims to determine the significant evidence and the value 

of the evidence. 

e) Stages of Reporting (Reporting) 

At this stage is the making of examination records in each case. 

 

FTK imager is a digital forensics acquisition tool created by AccessData. FTK Imager can 

be used to create an image of a drive (physical imaging), create an image of the contents of a 

folder, or create a custom image consisting of only selected files. Each option is very useful in 

different field conditions and the type of evidence sought. 

 

3. Result and Discussion 
At this stage using the FTK Imager. Make the image a drive (physical imaging). FTK 

utilizes the processing capabilities between machines, shortening processing time by more 

than 400%. 

Create Disk Image 

Create a physical image from a USB FlashDrive using FTK Imager: 

a) Plug in and make sure the Flash Drive has been detected/read by the computer system. 

b) Open the FTK Imager application and select the File menu → Create Disk Image. 

 

 
Figure 2. FTK Images data 

 

c) After that, select Physical Drive because the physical imaging of the flash drive will be 

carried out. Then click Next. 

d) Select the device for which the physical image will be created. In this case, select the flash 

drive that the system has read earlier, then click the Finish button. 
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Figure 3. Data Drive Options 

 

e) Select the device for which the physical image will be created. In this case, select the flash 

drive that the system read earlier, then click the Finish button. 

f) Set the destination folder settings by clicking the Add button 

1) Image Destination: Add to set the location of the imaging results, Edit to edit the 

location that has been added, remove to remove the location• Verify images after they 

are created : berguna untuk menghitung kode hash barang bukti dan hasil imaging 

kemudian mencocokkan keduanya.  

2) Create directory listings of all files in the image after they created : create a directory 

list of images that have been created. 

 

 
Figure 4. Create Image 

 

g) Determine the format of the image, here using the Raw format (dd) 
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1) SMART file format of the SMART program 

2) E01 file format from EnCase 

3) AFF (Advanced Forensic Format) 

 
Figure 5. Select Image 

 

h) Adding Information to Evidence 

 

 
Figure 6. Evidence Item Information 

 
i) After that, set the Destination Folder 

1) Image Destination Folder: select the destination location 

2) Image Filename: Fill in the Image File Name 

3) Image Fragment: Serves to split the file into several files according to the size entered. 

Write 0 so that the file is not split 

After that click Finish 
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Figure 7. Select Image Destination 

 

j) Click Start to start imaging 

k) Wait for the Imaging process to finish 

 
Figure 8. Creating Image FTK Imager 

 

l) After the imaging process is complete, a verification window (integrity check) will appear 

whether the hash value of the image file matches the original one. 

 

 
Figure 9. Verifying Data 
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m) After verifying the file, the final result will appear in a window containing the hash value 

and the match of the hash value of the image file with the original. Please observe, if it is 

OK, click the Close button. 

 
Figure 10. Drive Image Data 

 

n) The imaging process has been successful 

 

 
Figure 11. Creating Images FTK 

 

o) If you click the Image Summary button, you will see the Summary Report of the Imaging 

process. 
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Figure 12. Image Summary 

 

p) The results of the Imaging can be seen in the Storage Folder earlier. 2 files will be found, 

namely 1 image file and 1 text file (containing information on the imaging process and the 

results of the verification/integrity check). Select the image file, right click → Properties 

to see the size of the image file, it will be the same as the size of the Flash Drive earlier 

 

 
Figure 13. FTK Images Result 

 

4. Conclution 
FTK images is one of the tools used in problem solving media in the forensic field, 

especially data forensics which can make images able to answer the questions raised in this 

research problem, with this image processing it can be used as evidence in data processing, so 

that the data can be used as a basis for evidence. This is the method or guide on how to 

acquire and make imaging of hard disks, flash drives, SD cards, and other storage media. 

Future research can use other software to prove the use of forensic data as evidence of a case. 

With the use of other software, it can be ascertained that the comparison between one 

software and another software can be ascertained. 
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