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Abstract
Since the end of 2019 a large outbreak has hit almost the entire world, namely the
Covid-19 pandemic. COVID-19 has encouraged millions of employees to change their
jobs from coming to the office to working at home. This phenomenon is known as Bring
Your Own Device (BYOD). Good policies and guidelines on the use of BYOD must be
followed to prevent some form of security breach and maintain user privacy,
confidentiality, integrity, and availability of organisational data, and the same security on
the devices of employees who use their own devices to process company data. To solve
these problems, researchers implemented Mobile Device Management with VMware
workspace one uem tools to monitor, control and protect mobile devices. The system uses
Windows server. The results of the research can be input to the company to secure and

monitor company data on employee work devices.
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1. Introduction

The rapid development of technology today has begun to cause many new problems.
This happens because there are so many mobile devices that are starting to be used
uncontrollably. In particular, every company must have employees using personal
devices or devices provided from the company to work as a medium for receiving data,
processing data and storing company data [1][2][3]. This certainly has its own impact, one
of the most felt impacts for companies is the rise of devices that are not controlled and are
not safe data.

One of the things that needs to be done so that everything becomes more organised is
the need for a management system that is applied to each mobile phone device, so that
each device can be controlled properly [4][5][9]. And if there is a problematic device, it
can be directly troubleshooted from the system, so as not to become a new problem for
other devices. The development of mobile devices has also become a new trend among
workers [6][7][10]. Many of today's employees want to work outside the office with
mobile devices owned by each employee[8][9]. This trend is called Bring Your Own
Device (BYOD). Mobile Device Management is a tool used to monitor, control and
protect mobile devices[11][12]. Mobile Device Management includes device, application,
network and data security. Mobile Device Management helps companies manage the
transition from desktop-based computing to more complex mobile computing, manage
communication environments while maintaining data and information security factors,
manage network services and all software plus hardware with various platforms or
operating systems[13][14].

Every trend that occurs in the world of technology is indeed inseparable from good
impacts and bad impacts and this is what every company that implements the BYOD
system needs to always anticipate. Because if it is not anticipated, then this trend will
turn into Bring Your Own Disaster[15][16]. Therefore, MDM here becomes a method
that is considered feasible to implement so that each mobile device can continue to be
controlled properly and correctly without reducing the comfort of its users [17]. To get
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planning, analysis,system prerequisites and system implementatia

Based on the findings of the above problems, researchers implgfi
Management with VMware workspace one uem tools to monitd¥, control and protect
mobile devices. The system will be created using Windows Server. The results of the
system that will be created can be input to the company in order to help the company
secure and monitor company data on employee work devices.

2. Research Methodology

In this study using the Interactive Multimedia System Design and Development
(IMSDD) method, which is a method of designing and developing interactive multimedia
application systems consisting of structured stages [18][19][20]. These stages are stated in
Figure 1. following:
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Figure 1. Interactive Multimedia System Design and Development Method

The IMSDD cycle consists of the following activities:

a) System Requirements; There are four main tasks in this step, namely defining the
system, system goals and objectives, determining the usage and requirements that
must be completed by the usage, considering and evaluating hardware and software
requirements and considering system delivery.

b) Design Considerations; Consider all the designs that will be carried out, namely the
design metaphor, type and format of information, navigation structure and system
control.

c) Implementation; This stage is like the implementation of the system on the server

d) Evaluation; At this stage the system is evaluated in accordance with the previous
objectives.

2.1. Mobile Device Management (MDM)

Mobile Device Management is a type of software integration service aimed at security
and used by IT departments that aims to monitor, control and protect employee devices
such as smartphones, laptops, tablets, and so on. Mobile Device Management includes
device, application, network and data security. Mobile Device Management helps
companies manage the transition from desktop-based computing to more complex mobile
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security factors, manage network services and all software a
operating system platforms.

2.2. Bring Your Own Device (BYOD) C

Information technology has become a very important requirement in companies,
especially in start-up companies. One of the factors for the proliferation of start-up
companies is the cost efficiency that must be incurred for the procurement of company
support devices, in this case electronic devices in the form of desktop computers, laptops,
tablets, and smartphones. Companies no longer provide these devices, so employees must
indirectly have their own work devices, and this phenomenon is called BYOD (Bring
Your Own Device). BYOD is a phenomenon that began to develop since users began to
bring their own electronic devices such as laptops, tablets, USB flash drives and other
similar devices, this phenomenon also develops when users prefer to install programs for
personal use on these electronic devices.

2.3. Device Control

The approach is based on a concept that supports full control of the device used from
encryption, applications that can be installed, locking the device, to applying company
rules to the devices used by employees. This approach puts the device at the centre of
BYOD implementation.

2.4. VMware Workspace One Unified Endpoint Management (UEM)

Workspace ONE UEM is part of VMware, a public software company that provides
cloud computing and virtualisation software and services. What Workspace One Unified
Endpoint Management (UEM) does is:

2.4.1. Unified Endpoint Management

Manage the full lifecycle of any endpoint - mobile (Android, i0OS), desktop (Windows
10, macQOS, Chrome OS), rugged in a single management console. Supports all mobility
use cases: enterprise-owned, BYOD, custom-built or shared devices.

2.4.2. Modernise Desktop Management

Optimise lifecycle management of desktop OS such as Windows 10, macOS, Chrome
OS for the mobile world. The most complete modern management technology simplifies
deployment, provides 100% cloud policy management, streamlines application delivery,
automates patching, and ensures security.

2.4.3. Automate Processes and Deliver Intelligent Insights

Leverage powerful insights and rules-based automation to optimise employee digital
experiences, ease the strain on IT, and gain proactive management and security models.
Learn more about our intelligence-driven digital workspace platform.

2.4.4. Improving Employee Productivity

Deliver frictionless and secure access to all your business applications - mobile,
desktop, SaaS, virtual. Applications include VMware Workspace ONE secure mobile
productivity app - catalogue, email, calendar, contacts, web browser, notes, content and
more.

2.5. VMware Tunnel on Unifiead Access Gateway (UAG)

Workspace ONE Tunnel enables secure access for workers and mobile devices. Users
have a simple experience and do not need to enable or interact with the Tunnel, and IT
organisations can take a least-privilege approach to enterprise access, ensuring only
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is a mobile application that end users can download via Apple’s
Play Store. It provides a secure method for organisations to all¢
and public applications, to access corporate resources.

3. Results and Discussion

Based on the results of the research, a proposal can be given in the form of a Mobile
Device Management (MDM) flow to manage and monitor Malifax devices as shown in
Figure 2 below. When a leading organisation needs a Mobile Device Management, MDM
serves to manage, monitor, integrate and support mobile devices such as smartphones,
tablet computers, laptops or desktop/PC computers whether Corporate Owned, Business
Only or Bring Your Own Device which includes the distribution of applications and
administrative configuration on the device. Another function of Mobile Device
Management, which will provide security and monitor activities on a device. Some
features of Mobile Device Management include device encryption, platform specific
policies, SD Card encryption. Geo-location tracking, connectivity profiles (VPN, Wi-Fi,
Bluetooth), remote wipe and several other features that are part of the MDM solution.
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Figure 2. MDM flow to manage and monitor Malifax devices

3.1. Dashboard

The Console Monitor in the ONE UEM Workspace is the central portal for quick
access to critical information. With colourful bar and donut graphs, you can quickly
identify critical issues and act from one location, as shown in figure 3 below.

oo [ |

Figure 3. Dashboard ONE UEM
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enterprise, such as device ownership types, compliance statisti¢ i
details. We can access each set of devices in the presented categ@figs by selectingion
the available data views from the Dashboard Devices. From the’ist View, we can take
administrative actions: send messages, lock devices, delete devices, and change the
groups associated with devices.

3.2. Apps & Books

Workspace ONE UEM supports different types of apps and deployment scenarios on
your device. Workspace ONE UEM classifies apps as native (internal, public, purchased)
and Web apps. The information in this section describes the types of apps you can deploy
using Workspace ONE UEM and the different platforms or operating systems that
Workspace ONE UEM supports for each type of app, as shown in Figure 4 below.
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igure 4. Console Monitor in ONE UEM Workspace

3.3. System Testing

The testing method is carried out to ascertain whether the system developed is as
expected. The method used for this test is the Blackbox method or User Acceptence Test,
which is a method that tests software in terms of its functionality. Testing is intended to
determine whether the functions, inputs and outputs of the application are in accordance
with the required specifications. With this test, it is expected that the functions of both
input and output of the application are in accordance with the specifications or not. The
test scenario is done by checking or testing each option in the system. Then testing is done
by selecting the features on the page. whether the system is in accordance with the
expected use or not.

Table 1. Test Scenario

Key Test Case | Description System Expected Result | Status
Feature Related
Administ | Adm test how adm access the | console Adm can login to | success
ration console console server web console
(adm) access
MDM
Administ | Add Adm | test how adding adm user | console New Adm will get | success
ration user and | and adding adm roles server the credential and
(adm) admin roles
MDM roles
Administ | Organizati | test how adm create | console Adm  will get | success
ration on Group | Organization Group and | server delegation based
(adm) and Adm | delegate access to adm for on assigned OG
MDM access what OG admin will have

delegation | privilage
Administ | Add user | test how adm adding user | console new user created | success
ration from from active directory server
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Key Test Case | Description System ted Result
Feature Related
(adm) Active
MDM Directory
Administ | User test how adm will create | console neWw, . user group | success
ration( grouping grouping based on user | server created
adm) criteria
MDM
Administ | Branding test how adm will create | console branding changed | success
ration branding for display in | server
(adm) home page of the login
MDM page on in the console
Administ | Reporting | test case will get reporting | console Reporting & | success
ration & and export reporting file server Analitycs
(adm) Analitics
MDM
User Enroll test how user will enroll | console enrolment success | success
enrolmen | Android their android devices server,
t MDM devices devices
services,
user devices
User Enroll iOS | test how user will enroll | console enrolment success | success
enrolmen | devices their iOS devices server,
t MDM devices
services,
user devices
User Enrolment | test how the enrolment | console user get the | success
enrolmen | policy policy are push into the | server, enrolment policy
t MDM Android & | devices devices
i0S services,
Devices user devices
Mobile Device test how the device profile | console user  will get | success
Device profiles that already created will | server, device profile
Manage | (policy, pushed to the devices and | devices
ment WiFi see If the policy already | services,
Android | profiles, as how described in the | user devices
VPN console
profiles,
etc)
Mobile Device test how the device | console user  will get | success
Device complianc | compliance profile | server, device
Manage | e profiles already push to the | devices compliance
ment devices services, profile
Android user devices
Mobile Device test how the device | console device will get the | success
Device manageme | management commands | server, command
Manage | nt are work to the devices | devices
ment commands | for example the device | services,
Android | (enterprise | wipe command, enterprise | user devices
wipe, wipe command etc
device
wipe, reset
passcode,
certificate,
etc)
Mobile Device test case will show device | console device will get the | success
Device Location location server, Sync to Console
Manage devices
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Key Test Case | Description System ted Result

Feature Related

ment services,

Android user devices i

Mobile Add test how adm will add | console native apps will | success
Applicati | internal internal apps (native apps) | server, be push to the

on apps and will be push to the | devices devices

Manage devices services,

ment user devices

Mobile Add public | test how adm will add | console public apps will | success
Applicati | apps publics apps (play store or | server, be push to the

on app store) and will be | devices devices

Manage push to the devices services,

ment user devices

After conducting thorough testing of the developed application, it can be concluded
that the test has shown the appropriate output results and it can be said that this
application can function properly and in accordance with its needs because it has been
proven by the test scenario.

4. Conclusion

Based on the analysis and implementation that has been researched, it can be
concluded about Mobile Device Management Workspace One UEM at the Company,
with this implemented MDM, it can make it easier to manage, monitor, integrate and
support mobile devices both Corporate Owned, Business Only or Bring Your Own Device
(BYOD) which includes distributing applications and administrative configurations on
these devices. By implementing MDM in the company, it adds a layer of security and
ensures a way to monitor activities on a device. There are several Mobile Device
Management (MDM) features such as device encryption, platform specific policies, Geo-
location tracking, connectivity profiles (VPN, Wi-Fi, Bluetooth), remote wipe and several
other features that are part of the MDM solution.
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